Accessing
Work Email

From Home

This must be done in Internet Explorer. Only Internet Explorer
will be able to view and send encrypted emails.

***Please note: you MUST have a CAC reader to access your .mil
email account.***



Plug your CAC reader into any available USB port on your PC. The device should
automatically install upon plugging it in.

*Your CAC reader may differ from the example above

Insert your CAC into the CAC reader. You may notice the light flashing and then
turn solid.



**Please Note** This step is required to CAC-enable your home computer, whether or

not you will be using AVHE. This step allows you to access .mil websites, including the AF Portal and web
mail with your CAC. Open Internet Explorer and navigate to https://avhe.health.mil

When prompted use your Authentication certificate from your CAC and enter your PIN to login. Once
you login click on AVHE Support.

Click the below links (identified by the red arrow) and download to a location of your choosing (i.e. desktop)
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Application Virtualization Hosting Environment (AVHE)
AVHE is the framework for providing DoD-medical user's access to a growing list of client applications and delivering these applications, in most cases, through a web
browser. AVHE is a Citrix-based capability that is regionally hosted at approximately 20 Medical Application Access Gateway (MAAG) sites worldwide. AVHE enables
capabilities such as roaming, mobility and session persistence across multiple end-user devices and delivers access to applications “anytime, anywhere”. The purpose of this
site is to provide IT Support Personnel and End-Users access to resources and information for leveraging AVHE to access published applications.

Access to all of your AVHE hested applications in one place from one AVHE URL! And that's not all, you can even pin your most used apps to your new Favorites area in AVHE
Storefront. Please update any web browser bookmarks that you may have configured for site specific AVHE URLs (like https://avhe-landstuhl.health.mil) to use this new,
single AVHE URL.

https://avhe.health.mil

Key Links
Application Hosting Service Overview | MHSV Document Library | MAAG Site Map

For End-Users
AVHE One Page Users Guide [Example) | AVHE Users Guide | Download Citrix Workspace App | Download Citrix Receiver | DISA FBCA Cross-cert Removal Tool | DoD Root
Cert Installer | ActivClient 7.1.0 x64 Updater

For System Administrators
AVHE DHA Admin Desktop User Guide | Citrix Receiver Cleanup Utility | DHA Global Service Center Outage Notifications (registered users from .mil only)

Citrix Receiver Note: The Citrx Receiver client is a standard, baseline component of the target DHA desktop baseline. Therefore, it is highly recommended that all sites deploy
the Citrix Receiver client version listed above to all desktops to ensure that all EUD's are capable of accessing Published Applications on AVHE as well as in support of DHMSM
readiness requirements for the new EHR. This package will upgrade all prior releases to the current packaged version and is available via the Systems Center Configuration
Manager (SCCM) heirarchy. Sites that have spedialized, local Citrix implementations should do the appropriate testing prior to general releasz or otherwise beginning planning
activities to adopt the latest baseline.



Navigate to your download location (in this example the files are on the desktop).
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Application Virtualization Hosting Environment (AVHE)
AVHE is the framework for providing DoD-medical user’s access to a growing list of client applications and delivering these applications, in most cases, through a web
browser. AVHE is a Citrix-based capability that is regionally hosted at approsimately 20 Medical Application Access Gateway (MAAG) sites worldwide. AVHE enables
capabilities such as roaming, mobility and session persistence across multiple end-user devices and delivers access to applications “anytime, anywhere”. The purpose of this
site is to provide IT Support Personnel and End-Users access to resources and information for leveraging AVHE to access published applications.

Access to all of your AVHE hosted applications in one place from one AVHE URL And that's not all, you can even pin your most used apps to your new Favorites area in AVHE
Storefront. Please update any web browser bookmarks that you may have configured for site specific AVHE URLS (like https://avhe-landstuhl.health.mil) to use this new,
single AVHE URL.

https://avhe.health.mil

Key Links
Application Hosting Service Overview | MHSV Document Library | MAAG Site Map

For End-Users
AVHE One Page Users Guide (Example) | AVHE Users Guide | Download Citrix Workspace App | Download Citrix Receiver | DISA FBCA Cross-cert Removal Tool | DoD Root
Cert Installer | ActivClient 7.1.0 x64 Updater

For System Administrators
AVHE DHA Admin Desktop User Guide | Citrix Receiver Cleanup Utility | DHA Global Service Center Outage Notifications (registered users from .mil only)

Girix Receiver Note: The Citrix Receiver client is a standard, baseline component of the target DHA desktop baseline. Therefore, it s highly recommended that all sites deploy
the Citrix Receiver client version listed above to all desktops to ensure that all EUD's are capable of accessing Published Applications on AVHE as well as in support of DHMSM
readiness requirements for the new EHR. This package will upgrade all prior releases to the current packaged version and is available via the Systems Center Configuration
Manager (SCCM) heirarchy. Sites that have specialized, local Citrix implementations should do the appropriate testing prior to general release or otherwise beginning planning
activities to adopt the latest baseline.
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Right click on each of the downloaded files and select Extract All... (see example below)



Click on Extract

Once all files have been extracted, navigate to InstallRoot folder and open it



Double-click InstalRoot_5.5x32-NonAdmin.msi to launch the installer

Click Next



Click Next

Click Next



Click Install



Click Run InstallRoot



Click Install Certificates (if you receive a notification there is an update, wait for that to complete prior clicking)

Click OK (your summary may look different, that is normal)



Close Install Root (if you get a prompt to save changes, click save)

Return to your extracted folder location and open Unlass-fbca_crosscert_v117



Right Click and select Run as administrator

If prompted, click on Download and install this feature



Press Enter

Close the folder



You are now ready to access email
Go to https://web.mail.mil
Select your certificate from the menu

Enter your PIN




DoD Warning Banner

Click on the "OK" button




Click on the link to direct you to your email server

Previous Next
Select your certificate from the menu




DoD Warning Banner

Previous Next

Click on the "OK" button




You are now able to access your emails, to configure encryption click on Options

Click on See All Options




Click on Settings

Previous Next

Click on S/MIME




Click Download the S/MIME control

Click on run and the installation should proceed automatically. Once complete, you are able
to view and send encrypted emails.
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